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TOPIC TERMINOLOGY

COMPUTER NETWORK
EMAIL FILES
ACCOUNT FOLDERS
LOGIN ONENOTE
PASSWORD DRIVES
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RAM/ROM HARDDRIVE
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COMPONENTS MEMORY
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FETCH, DECODE, EXECUTE.
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22KWebster fulwood 22KWebster@fulwoodacademy.co.uk Save As

@ An email address is made up from a ‘username’ and * mail server name’

At symbal domain (company in LK)

22KWebster@fulwoodacademy.co.uk

NOTE: Te log on to the PC you have to use your username & password to login,
but for Microsoft software, it will ask for your email address as a username
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FILES AND FOLDERS

All

Computers can be usedto store our
work.

They can save files and folders for us.
We can create folders to save our
working files.

Working files are created by software
used on a computer.
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NEED SUPPORT

During Term Time - you can email for support

Head of Computing - kwebster@fulwoodacademy.co.uk
Teacher of Computing - k.dudley@fulwoodacademy.co.uk
IT Technician - a.syme@fulwoodacademy.co.uk
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USING WEBMAIL

Likell  Quickreplytolsender

Oelete an email

Quickreplytoall

Create a new email == included in email
—— Feaed = Eﬂ'l.ﬂlll Hmdar
Selected email Quick forward
i email buttan
Access inbox N Email with Attachment Email Body
i
List of emails recelved
' - -
To forward email and its contents to another person
Replyto 1sender Replytoallincluded in email

EMAIL ETTEQUETTE

Dear (name of friend) Miss Webster ‘ FORMAL GREETING H FORMAL NAME |

(Opening sentence — tell them why you are sending this email)

I am writing this email to request feedback on my presentation. | SUBJECT’I{DPEMNG |

(Email body — anything else to add. Details about what you are asking/saying) |
My presentafion requires feedback before | send it outf to all teachers. Would it be
possible for yourself to provide this feedback

BODYTEXT |

(Aftachments — Tell them if there are any attachments attached fo the email)
| have aftached the presentafion fo this email.

| ATTACHEMENTS |

faithfully)
Regards,

(Ending your Email — be formal, Regards, Best Wishes, Yours sincerely, yours | ENDING |

(Your name)

Mr. K Dudley SIGN OFF

Home Insert Draw
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vy o
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® > _Content Library
> _Teacher Only

~  Alfie Jones

' HOMEWORK

' TERM 1A

TERM 1B
' TERM 2a
' TERM 2B
' TERM 3A

' TERM 3B

PRINTING TO ONENOTE

USING ONENOTE

/O » _Collaboration Space

' KNOWLEDGE ORGAMISERS

' PUPIL PROJECT

OneNote for Windows 10

Kim Webster

View Help Class Notebook T Q Q.d & share 7 e

. CLASSCODE

There aren’t any sections here.

Add a section to start taking notes.

G——0UUR WORK ORGANISED INTO FILES (TERMS}

the folde
I HUMEWRE
' KNOWLEDGE OR
' PUPIL FROJECT
I TERM 14

TERM 1B
' TERM 24
' TEEM 2B
l TERM 1A

I TERM 3B

STEP1: Ondeskiop
ONENOTE
Click your name to open

STEP 2: Click add STEP 4: Click file’ STEP: Choosethe

page (bottom) ‘print’ page you created, to
+ Add page print your work to.
= Print
STEP 3: Give your -
GAMISERS new page a suitable =
name (My first .
Lesson)
Printer 7 k=
_— My rirst Lesson g ':I.IInlz:‘u:lLtfw Windows 10

Prirter Properties
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e FETCH
Central Ff'ﬂﬂﬁﬁl"ﬂ”l"i Heat Sink Video Card When a teacher asks you to do something, you listen
(EPU] CPU is rederred to as the (fetch), work out what you are being asked to do (decode)

‘Brain of the computer, & Thes k- 1 s and then do it (execute). A CPU works in a similar way. It:
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A Function Machine
A sample waytounderstand how a
computer's CPUworks

FETCH
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Computer architecture refers to the structure and organisation of a computer EXECUTE
system. It specifies the components that make up a computer system and describes PN
how these are interconnected, how they interact with each other, and how they are =
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|_PROCESSOR'S BASIC COMPOSITION _Jil PROCESSOR AND OTHER COMPONENTS

ARITHMETIC

CONTROL UNIT LOGIC UNIT

REGISTERS

INPUT > OUTPUT >

IMMEDIATE
ACCESS STORE /
MEMORY UNIT

EXAMPLE OF THE ARCHITECTURE IN USE

What does 1t do?

‘ processor d:-::d:s p
instuction
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S fetched ity ———_
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....................
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f y Under eecution |
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\ datz :
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programs
Under execution
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What does it do?

i E

f e sgeon '
‘ Mmemary }—:-xnc::; —

T i iy ——

.....................

‘ fata

WHAT IS MEMORY WHAT IS A PROCESSOR

The main memory Is the component
that stores the programs and data

The characters typed on a keyboard > this set of
instruction for each characters is in the ROM inside the
computer. The CPU / CU send a request for the RAM to
FETCH the instructions from the ROM. When the
instruction arrive, they are stored in the IMAS. The data
needs to be DECODED - this is done by the ALU, it
calculates the binary code which is temporarily stored
inside IMAS. Once the binary is decoded, the IMAs sends
the instruction to the other computer components, in
this it's the video card - this component EXECUTES the
instructions and displays the characters on the screen.

currently in use.

Memory is volatile: its contents are
lost when the power is off.

Terminology: The main memory is
commonly referred to as RAM
(random-access memory).

This is what the main memory looks like
In desktops and laptops.

Sometimes, memory is integrated with
other components, rather than being a
separate component.

The processor Isthe component that
executes program instructions.

Aninstructionmay

o Performarithmetic orlogic
operations on data

« Perform input/output of data

+ Control program flow

Terminology: The processor s
commonlyreferredtoas the CPU
(central processing unit).

This s what the processor [ooks Like n
desktops and laptops.

Sometimes, the processor Is integrated
with other components, rather than being a
separate component.

varwm
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MEMORY TYPES

PRIMARY MAIN MEMORY

SECONDARY MAIN MEMORY

RAM stores data temporarily and it (s known as the DD YOU

primary memory main memory.

Whenyou are using a computer, RAM will store the
programs data, that supports anything currently in use.

RAM is VOLATILE MEMORY - which means it looses its
memory when the device is turned off.

The CPU accesses data FASTER using RAMthan if it had to
accessthe hard drive (storage).

Di0You

ROM stores data permanently and it s known as the secondary KNOW!
memory main memory. .

When using a computer a user cannot change the contents of
ROM. Programs and other information on ROM are written by

manufacturers whenthe chipis built.

ROM s NON-VOLATILE - which means it has the capacity to store
memory long term.

The CPU can only read fromand cannot write data to ROM.

Primary Memory
(Main Memory)

Basically.. Primary Memary is split into two categories: RAM and ROM. So, if someone refersto
Primary (Main) Memory. they are actually talking about RAM and/or ROM.

Characteristics of Main Memory

Usually contains volatile memory (RAM) - Data is lost in case power is switched off.
Ifit contained non-volatile memory it would be ROM.

Bothdirectly accessed by the CPU.

Itis the working memory of the computer.

Acomputer cannot run without the primary memaory.

SECONDARY MEMORY

Primary memory holds only those data and instructions on which the computer is currently working.

The device that actually holds the data is known as the storage medium (‘'media’ is the plural).
The device that saves data onto the storage medium. or reads data from it. is known as the storage
device. Sometimes the storage medium is removable from the device, e.g. a CD-ROM can be taken

out of a CD drive.

Individually they are

Known as ‘storage >
media

medium’

Collectivelytheyare
known as ‘storage

VOLATILE MEMORY

Volatile memory loses its
contents when unpowered.

NON-VOLATILE MEMORY

Non-volatile memory keeps its
contents even when the
computer is switched off.
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Key vocabulary

Metwork A group of interconnected computers/dewvices.

LA Local area network. & network of computers that covers a
small area, eg a school or college.

WASA Wide area network. A network that spans across a building,

buildings or even countries, eg the internet.

Client-server

A relationship in which data or web application is hosted on
a server and accessed by client computers.

Feear to peer

A relationship where all computers on the network share
responsibility and there is no one central server.

wWaPp A device that connects computers to a network using Wi-Fi.

Switch & dewvice for connecting computers and other network
capable devices together to form a network.

MIC MNetwork Interface Controller -A circuit board that is

installed in a computer so it can be connectaed to a network.

Transmission
meadia

How data is carried from point A to point B physically, either
by cable or wirelessly.

Key vocabulary Common protocols
Encryption Files that are encrypted have been altered using a secret TCR/IF Transmission Control Protocol/Internet Protocol - enables
code and are unreadable to unauthorised parties. communication over the internet.
IP address A unigue address for each computer device on a network.
MAC address Media access control - each unique piece of hardware on a HTTP It;lv::rertext Trar;sfer Prntoc;:nl —Igm-t-erns communication
network has a MAC address. etween a webserver and a client.
Standard An agreed way of doing things. - -
e 4 g e HTTPS HTTPS (secure) includes secure encryption to allow
transactions to be made over the internst.
Protocol A set of rules for how messages are turned into data packets
and sent across networks. . ;
w FTP File Transfer Protocol - governs the transmission of files
across a network and the internet.
LE?EI’S POP Post Office Protocol — governs the transmission of emails
to devices. Once downloaded to the device is deleted
Layering means to break up the sending of messages into separate components from the server.
and activities. Each component handles a different part of the communication.
This can be referred to as the Transmission Control Protocol/Internet Protocol I
: tsst / IMAP Internet Message Access Protocol — governs the
{TCP/IP) model. [ .
transmission of emails. Stored on server and accessed by
_ devices.
Layering allows standards to be developed, but also to be adapted to
new hardware and software over time. For example, different software packages
{applications) may use the same transport, network and link layers but have their SMTP Simple Mail Transfer Protocol - governs the sending of
own application layer. The way the program encodes the message changes - the email over a network to a mail server.
rest of communication method remains the same.
Layering In networking, the concept of breaking up communication
into separate components or activities.

Protecting networks

Key vocabulary

MMalware

Anti-MMalware software.

Malware

Software that is designed to cause harm or damage to a
computer. This includes viruses that might damage files,
adware that causes pop-ups, and spyware that collects and
shares login details.

Phishing

Training of user to detect scams as well as
the filtering of emails.

Social Engineering

Tricking people into giving sensitive data such as PIMNs or
passwords.

Brute-force attacks

Use of different strong passwords. A limit
on the number of incorrect attempts.

Ethernet A set of protocols used in a wired local area network that
describes how data is transmitted within it.

WWi-Fi A method of connecting to the internet wirelessly using
radio wawves.

Bluetooth Wireless technology used for transmitting data over short
distances.

OMNS Domain name server - an internet service that translates IP
addresses into website domain names. All websites have
eguivalent IF addresses.

Host A server that stores files for other computers to access.

Cloud A term often used to describe a location on the internet

from which software applications are run and where data is
stored.

Denial of service attacks

Phishing

An attempt to gain personal information about someone by
way of deception, eg sending an email pretending to be
from their bank asking them for their bank details.

Block IP addresses which send too many
requests. Increase capacity.

Brute-force attack

Attempting every combination of a password or encryption
key until it is correct.

Data interception and

theft Encryption of data.

Denial of service
attack

An attack designed to render online serwvices inaccessible.
One type of this attack involves many computers
simultaneously flooding a target with network traffic.

SCL injection

Ensuring that all data input is sanitized.
(Forcing data to be in the format you want
it such as a date, text or integer.)

Data interception

W here data is intercepted during transmission. This is done
using software called a packet sniffer, which examines data
packets as they are sent around a network.

Encryption

SCL Injection

Wihere SQL code is entered as a data input. Many databases
use SOL code to interrogate the data and maintain the
structure. SQL code can be inputted as data, which can
cause errors or unintended operations.

A simple method of encryption requires the use of a technigue known as the
Caesar cipher. The cipher works by giving a number value to a key. Each plaintext ‘
letter is replaced by a new letter, the one found at the original letter's position in
the alphabet plus the value of the key. The example uses a key value of 3.

B - -

abcde fghijklm

Penetration testing

Systems are tested for vulnerabilities to reveal any
weaknesses in the system which can be fixed.

Anti-malware

A type of computer program which detects, prevents and
remowves malware on a systern.

nopqrs?tuvwey?:2

Firewall

An application that prevents unauthorised connections to
and from the Internet.

User-access level

These are the permissions given to a user to access facilities
on a computer.

Encryption

Files that are encrypted hawve been altered using a secret
code and are unreadable to unauthorised parties.
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THE INTERNET

HOW IT WORKS

ﬂ
w
-

hop.

The Internet is made up of a massive network of specialised computers called
routers. Each router's job is to know how to move packets along from their
source to their destination. A packet will have moved through multiple routers
during its journey. When a packet moves from one router to the next, it's called a

176.13. 69.63

L

/_& — ’q

176.13. 69.64

X
°
S @i

176.13. 69.63

Internet
A global computer
network providing a
variety of information
and communication
facilities consisting of
interconnected
networks using
standardized
communication
protocols.

176.13. 69.65

NETWORK SECURITY

Networks operate on the
principles of communication
and sharing. That means
network traffic and data could
be accessed by people who
have no authority to do so.
Network security can be
improved by implementing
different techniques which
help to prevent cyberattacks.

ATTACKS ON NETWORKS

"Malicious software" such as
ransomware, designed

to damage or control

a computer system

Phishing

The different types of cyber attacks

Cyber crime worldwide cost $400 billion in 2015 and is forecast to reach $2 trillion in 2019*

[y On the way ' DNS
‘ ComOUJter to a website —_ Domain
| ~ P ¥ \ pane
/A L \ System
Mah-in-the- e '\
Malware Middle Attacks

Hackers insert themselves |
between your computer
and the web server

DDoS

Cross-Site 4
Scripting
Injects malicious code  , ;
into a website which ~ / SQL
targets the visitor's Injection
browser Attack

A

Corrupts data to make
a server divulge data,

Fake official emails (bank, Paypal)
link to fake websites, where victims
log in, giving up their passwords

Source: Techterms.com, Lioyds of London, Forbes*

o : such as credit cards
Distributed Denial of Service: numbers, usernames
a network of computers overload

a server with data, shutting it down © AFP

WE CARE » WE CHALLENGE « WE COMMIT

FACTORS PREVENTING PERFORMANCE

2. Factors affecting performance of a network

Latency

Bandwidth

Transmission
Media

Concurrent
Users

‘You can get bottlenecks in parts of your network, either because of a faulty switch,
or due to the design of your network. Latency is the term used describe the time it

takes data to travel from one designated point to another on the network

The maximum amount of data transmitted over an internet or LAN connection in a
given amount of time.

WiFi generally has less bandwidth than wired connections. Wired connections
(ethernet) can be different speeds (10Mbps, 100Mbps, Gigabit). Switches and
routers also have maximum speeds

The more users there are on a network the more data is likely being transmitted.
This means it can take longer as you have to wait your turn for your packets to
travel across the network
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